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Context



Some statistics

What type of information has been leaked? 
Among the 25 respondents whose companies have experienced data leakage over the last 12 months
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Source: IDC MidMarket (100-5000 employees) Data Leak Survey, Feb. 2008



And some more
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Example: NHS – Most common causes

Poor data disposal methods
Use of removable storage
Poor physical security over access to sensitive / controlled data 
areas
Poor control over systems users
Data Faxed or e-mailed in error – cannot rely on return request 
certificates.



Consequences

Reputation
Financial 
Legislative !!:-

The Human Rights Act 1998
The Data Protection Act 1998 (DPA)
The Data Protection (Processing of Sensitive Personal Data) Order 2000
The Common Law Duty of Confidentiality
The Computer Misuse Act 1990
Access to Health Records Act 1990
Access to Medical Reports Act 1988
The Crime and Disorder Act 1998
The Freedom of Information Act 2000 (FOI)
The Regulation of Investigatory Powers Act 2000
The Environmental Information Regulations 2004
The Re-use of Public Sector Information Regulations 2005
The National Health Service Act 2006
The Civil Contingencies Act 2004



Data leak prevention

A Practical Example:
Data mapping
Asset classification
Logical access
Legislative compliance
Asset disposal
Control of portable media
Policies and procedures
Education
Encryption
End Point monitoring and prevention

Are your policies and procedures and supporting controls robust? 
How do you enable your policy?



How do I enable my policy?
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LeakProof™ Secures From the Endpoint

ACME Customer Privacy Protection
Employees of ACME are expected 
to protect sensitive information 
containing customer information 
such as names, account numbers, 
social security numbers etc. 
Please report any …Call 
the helpdesk or email.
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Conclusion

Data leakage will always occur
Its about what steps that can reasonably be taken
A collective solution is the most powerful
User education!



Questions
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